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                        HACKING 



FADE IN: 

ÁIôm Nick Freeman a.k.a vt 

Á I work at Security-Assessment.com in Auckland, NZ 

 

Á I primarily spend my time hacking web applications 

ÁAlso thoroughly enjoy network pentests  

 

Á I spend my free time 

ÁFinding 0day 

ÁMaking music 

ÁDrinking whisky 

ÁWatching stuff 

 

 

 

 

 

 

 



Watching Stuff 

Á I have reasonably varied taste 

ÁCrime / serial killers 

ÁComedy 

ÁSome Sci Fi 

ÁB-grade movies 

ÁDocumentaries 

 

ÁThe more I watch, the more I find myself waiting 

ÁSeasons getting shorter, cancellations more common, often there are 

mid-season breaks, writersô strikes etc. 

 

Iôm not the worldôs most patient man. 

This is a problem for meé 

 

 

 

 

 

 



Solutions 

ÁWatching more shows? 

 

 

ÁGetting out of the house? 

 

 

ÁReading a book? 

 

 

ÁHacking stuff? 

ÁHmm.. 

 



Yes.. Hacking stuff. 

Á      I know the source of a decent amount of what I watch 

 

  

Á     Hollywood films can have very large budgets 

    Presumably some of this is spent on shiny software 

 

 

Á     Very expensive software != very secure software  

 

Á      

Á     If I hack this software, perhaps I wonôt wait as much 

    Or at least if I hack enough I wonôt realise Iôm waiting 

 

 

 



My new purpose in life 

ÁKeep myself entertained 

ÁAnd as a result of said entertainment, become more entertained 

 

ÁFind bugs that would enable me, if I were so inclined, to 

get the media I so desire before it is released 

 

ÁGet shells, and lots of them. 

 

ÁShow an entire industry that their software needs 

óadditional developmentô  

ÁOr maybe just a visit from the rm ïrf fairy. 



My methodology 

Á I didnôt fuzz the apps you will see me  

    own today 

 

 

Á I looked for the software with the most testimonials from 

highest grossing films 

ÁSpecifically targeting industry standard / preferred apps 

 

ÁThis would give the greatest chance of penetrating a 

studio network and making off with their loot. Woot! 

 



ACT I: Script Writing 

 

 

 

 

 



ACT I: Script Writing 

ÁEvery production created needs a story and a script. 

 

ÁScriptwriting software was designed to make this easier 

ÁAutomatic formatting 

ÁLinking of characters, scenes, actions 

ÁSpellchecking 

 

ÁCollaboration functionality 

ÁWrite together over the internet between multiple script writers. 

 

 



App #1: Final Draft < 8.02 

ÁñThe number-one selling scriptwriting  software in the 

world.ò 

 

ÁVendor Response: 4/5 

Á Initially very positive 

ÁThen stopped responding to my emails :( 

ÁBug successfully patched 

 

ÁExample users 

ÁJames Cameron (Avatar, Titanic, Aliens.) 

ÁWes Craven (Nightmare on Elm St, The Hills Have Eyes II) 

 

 

      



Final Draft 8 ï The Bug 

ÁFinal Draft uses multiple file formats ï one being .fdx (XML) 

 

ÁSeveral fields in a .fdx file have no bounds checking when 

parsed by FD 

Á<IgnoredWords> (used for spellchecking whitelist) 

Á<Character> 

Á<Transition> 

Á<Location> 

Á<Extension> 

Á<SceneIntro> 

Á<TimeOfDay> 

 



Final Draft 8 ï The Bug 

ÁLack of bounds checking caused a stack buffer overflow 

 



Final Draft 8 ï The Exploit 

ÁExploit Constraints: 

ÁExploit code must be ASCII printable 

ÁFor all cases except <IgnoredWords>, must also be uppercase 

ÁSafeSEH in all app components except the base executable 

ÁThe executable itself is somewhat lacking any useful op-codes 

 

ÁThe value of IgnoredWords is null terminated 

ÁSo we can use a location within the base executable as our SEH 

 

ÁGame on! 



DEMO 



Attack progress 

ÁThis slide is gonna have a visio diagram showing the 

meterpreter connection from the victim back to me 



ACT II: Storyboarding 



Act II: Storyboarding 

ÁStoryboards are created to help plan shots for a film 

 

ÁSimple images illustrate 

ÁCharacter positions 

ÁCamera actions (pan, zoom etc.) 

ÁWhat the script intends to depict on the screen 

 

ÁThe de facto storyboarding process was created at the 

Walt Disney Studio in the early 1930s 

 

ÁStill widely used today for film and animation projects 



App #2: StoryBoard Quick 6 

ÁCreated by PowerProduction Software 

 

ÁVendor Response: 0/5 

ÁTook 2 emails to 3 different addresses to get a (poor) response 

ÁRefused to respond to me once they figured out I didnôt pay for it 

 

ÁExample users: 

ÁKen Harsha (Shrek, The Simpsons, Director of Concept - EA Games) 

ÁDoug Liman (Mr. & Mrs Smith, Bourne trilogy, Jumper) 

 

ÁOther versions of the product are likely also vulnerable

  



StoryBoard Quick 6 ï The Bug 

ÁA SBQ6 project is made up of several files, most are XML 

ÁA memory corruption vulnerability exists due to insufficient bounds 

checking for a file name field contained within an XML file defining a 

frame. 

 

ÁOverflowed address is used as the source for a strcpy 

ÁThe destination is the stack.. 

Á.. and thereôs no sauce like stacks of sauce 

 

ÁRace condition on app start up = no license required 

ÁAlso if you start the app with an argument, it loads everything before 

checking licensing  

 

 

 



DEMO 



Attack progress 

ÁThis slide is gonna have a visio diagram showing the 

meterpreter connection from the second victim back to 

me 



ACT III: 3DFX & Animation 

ÁClip goes here 

 

 


